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UMB_Cloud Web Proxy as a 
Service: For secure web traffic on 
your end devices.
––
End devices pose a significant security risk as they are critical points of attack on your company‘s 
network. New attack technologies increasingly use encrypted connections such as HTTPS or rely on 
system-essential network protocols to control endpoints remotely. Monitoring all internet traffic is 
necessary to detect these new, advanced threats, identify attacks on endpoints, respond to them and 
prevent them.

UMB_Cloud Web Proxy Service offers a solution for this. Our service reliably protects all global locations and mobile 
employees from current web threats – regardless of location and device.

IT security challenges in SaaS and BYOD-domi-
nated working environments
––
Companies are also increasingly relying on SaaS solu-
tions, thereby promoting mobility and reducing infras-
tructure costs. End devices are predominantly used on a 
mobile basis in everyday working life, with BYOD devices 
often being used. Work can be done anywhere, anytime. 

Threat 
Prevention

Perimeter security approaches are thus becoming obso-
lete. Accessing SaaS services via unsecure carrier net-
works further increases the security risk. To make mat-
ters worse, there is no knowledge of these data streams. 
Furthermore, the majority of data communication with 
web services is encrypted via HTTPS. This often makes it 
invisible to local firewalls or web proxies.
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Scope of services Standard

Onboarding, user directory connection of customer IdP, client roll-
out support in provision of the software package

Provision of the security policy for end devices

Identify, document and set up VPN exceptions

APP Control adjustments

Device posture customer definition as the basis for policy sets

Device Protect based on predefined Security Rule Base

Operation of the Cloud Web Proxy by UMB

Malware Alert to UMB SOC

User ID check: Assigning web traffic to its source

Device Posture: Checking whether company devices are being used

Secure Web Traffic: Securing internet access with  
UMB_Cloud Proxy encryption

PProtection: Automated protection measures for end devices 
against malware 

Logging: Meta web traffic data is retained for up to 6 months.

Malware alerting to SOC: Advanced security, spyware sites, botnet 
callback, browser exploit, DGA, malicious content, malware, spywa-
re and virusess

Secure web access through the UMB_Cloud Web Proxy Service
––
The UMB_Cloud Web Proxy Service ensures the protection of the end device used by employees. Regardless of whether 
access is from unsecure networks such as public guest Wi-Fi or compromised web applications, all web access is checked 
to determine WHO is accessing it, HOW and WHERE.

The connection is re-encrypted and decoupled from the target system using a zero trust network access (ZTNA) ap-
proach. All communication is logged and clearly assigned to an employee. All connections are protected by comprehensi-
ve security measures, including: secure DNS, URL filtering, application control, AI-based advanced threat protection (ATP), 
inline CASB, file type controls, sandboxing, risk assessment of target systems and users, SSL inspection, secure browsing 
and a next-generation firewall (NGFW).

Your advantages
––
You minimise the impact of threats 
on your day-to-day businesst  
ClCloud Web Proxy as a Service 
detects, analyses and responds to 
most threats

You optimise your internal security 
costs and resources. 
Enable your internal IT team to 
focus on relevant security issues 
while UMB takes care of protecting 
your infrastructure.

Manually expandable with  
additional options 
Data loss prevention or SD-WAN for 
client-to-app connections as ZTNA. 
Also in conjunction with other 
manufacturers such as Microsoft 
Purview.

Contact
–– 
Ferdinand Haider
Senior Security Engineer
ferdinand.haider@umb.ch
+41 58 510 17 28

www.umb.ch

«IT is a blessing. Until you 
are attacked ...»
––
The Security Angel
ensures maximum IT security.


