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UMB_Managed NAC Service:
We Guard Access to Your
Corporate Network.

Do you have a central system for controlling network access? Without one, it can be difficult to
determine which devices are connecting to the company network. Unauthorized or unknown de-
vices, such as those brought in through BYOD or the Internet of Things (loT), can gain access unno-
ticed. This significantly increases your risk. A lack of oversight complicates not only IT security but
also compliance with legal requirements. Data protection laws require traceable access controls,
network transparency, and technical protective measures. We manage the central Network Access
Control (NAC) system to monitor access to your company network.

More mobile devices bring greater challenges lead to data leaks, malware infections, or cyberattacks. In
—_ addition, companies find it difficult to meet data protec-
The increasing number of mobile devices, loT devices, tion and compliance requirements that demand strict
and remote employees is making network access control control and traceability of network access.

increasingly complex. Unauthorized or non-compliant
devices can easily gain access to the network, making it
difficult to identify and remedy security vulnerabilities. A
lack of transparency and inadequate security policies can

UMB_MANAGED NAC SERVICE 1



We take a close look at who wants to gain admission

With our Managed NAC Service, our experts provide you with a powerful solution. This enables us to block, isolate, or
restrict access to insecure devices in a targeted manner. We implement customized access policies and supplement them
with additional security measures.

Our Managed NAC Service reliably protects your network from potential threats. You will also benefit from simplified net-
work management and configuration. Detailed insights into network traffic enable us to identify risks early and respond
quickly. This ensures compliance with regulations and protects your sensitive data from unauthorized access.

Scope of Services S ENET( Your Advantages

Care, maintenance, and servicing of the NAC infrastructure 0 You have better protection against
threats to your business

Ensuring the necessary security and compliance settings for 0 We increase security through net-
hardening work monitoring and minimization
Regular application of security updates and patches to ensure s of cyber risks

security, compatibility, and stability y tain i g trol
ou maintain improved contro

Continuous monitoring of system performance, availability, and 2 and transparency over your
resource utilization network

Back up of the configuration data and regular review of the NAC Thrgugh .targeted network analysis,
rules (@) we identify and resolve problems

early on — for greater performance
Early detection and proactive resolution of faults before they b and security
lead to failures
Improving compliance
Only compliant devices are gran-
ted access — for data protection,
compliance, and secure handling of
sensitive data.

Planning, monitoring, and optimization to ensure that protection
meets current and future security and performance (@)
requirements

Additional Options

High Availability Management - Continuous availability and 2
uninterrupted operation of the NAC infrastructure

Resiliency Management — ensuring that unforeseen and serious
disruptions do not cause downtime and that the NAC service is (@)
resilient to threats.

«The network is the main Contact

:alrtery of your IT. | prevent el (e

its failure.» Senior Product Manager Network &
— Protection

Network Connector colman.finnin@umb.ch

Ensures a healthy and secure +41 58 510 17 69

network in your company.
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