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UMB_Managed Firewall Service:
Because a Firewall is Only as
Good as its Management.

The connected world is characterized by ever-changing cyber threats that endanger companies of all
sizes and industries. Network and perimeter security are key elements of a robust security strategy.
While a firewall provides basic protection, managing and up-dating it requires specialized knowledge
and constant attention. This is why more and more companies are relying on UMB Managed Firewall
Services, which offer professional protection and ongoing monitoring, adaptation, and response by
security experts.

Today, firewalls are extremely complex. They requi- Our powerful security solution protects your

re constant monitoring and a great deal of expertise. corporate networks

Regu-lar maintenance and rapid installation of patches —_

for newly discovered vulnerabilities require centralized With our service, you benefit from strong protection that
management and extensive automation. Without these adapts flexibly to your infrastructure. Because IT environ-
measures, timely implementation is virtually impossible. ments are constantly changing, early detection of new
Finding the necessary specialists and expertise poses a security requirements is crucial. The Managed Firewall
major challenge, especially for small and medium-sized Service is suitable as a central solution in the data center,
enterprises. in the cloud, and directly on site at your branch offices.
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Intrusion prevention system and Swiss data storage

All managed firewall offerings include an intrusion prevention system (IPS) that reliably protects your network from in-
truders. In addition, URL and web filtering systems prevent your employees from accessing unwanted or potentially harm-
ful content. Data is stored exclusively in Switzerland — you benefit from high security standards and a stable geopo-litical
situation. Furthermore, proactive detection and immediate remediation of security vulnerabilities are an integral part of

our security strategy.

Scope of services Standard

Care, maintenance, and servicing of the firewall infrastructure

Ensuring the necessary security and compliance settings to

harden the firewalls

Regular application of security updates and patches to ensure
security, compatibility, and stability

Continuous monitoring of system performance, availability, and

resource utilization

Backing up configuration data and regularly reviewing firewall

rules

Early detection and proactive resolution of faults before they lead

to failures

Planning, monitoring, and optimizing firewalls to ensure that
protection meets current and future traffic and performance

requirements

Additional options

High availability management - Continuous availability and
uninterrupted operation of the firewall cluster

Resiliency management — Ensuring that unforeseen and serious
disruptions do not cause downtime and that the firewall service

is resilient to threats

«The network is the main
artery of your IT. | prevent
its failure.»

Network Connector
Ensures a healthy and secure
network in your company.
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Your Advantages

Stable, powerful, and scalable
Thanks to our collaboration with
leading firewall manufacturers, you
benefit from a stable, powerful, and
flexibly scala-ble security solution
that reliably protects your infras-
tructure.

Our network and security experts
provide assistance with their uni-
que expertise

Our highly qualified team speciali-
zes in solving problems efficiently
and quickly so that your network
and security infra-structure run
smoothly.

Monitoring and rapid troubleshoo-
ting

Continuous monitoring by our secu-
rity experts enables early detection
and rapid resolution of threats — for
maximum protection and minimal
downtime.

Contact

Colman Finnin

Senior Product Manager Network &
Protection

colman.finnin@umb.ch

+41 58 510 17 69

www.umb.ch



