UuMB creating time®

Security Advisory Services

Your entire security measures from a single source: UMB’s portfolio includes the components Security
Advisory Services, Network Protection and Cyber Defense, providing an extremely strong defense against
cyber attacks of any kind. All services can either be purchased individually or can be integrated into
UMB's overall solutions. The following will show you how our Security Advisory Services can contribute
to your overall security.

It‘s like driving a car: Only when all safety measures, such as appropriate speed, effective brakes, fastened seat belts, a
solid vehicle structure, and electronic aids work together, can you feel really safe. It is precisely such holistic protection
we offer. Our service is based on the proven NIST cyber security framework. We identify dangers, protect you from them,
detect threats, respond to them and ensure that you can get back to normal operation as quickly as possible.

Cyber Security Services by UMB.
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Our Security Advisory Services

Security maturity assessment
Know your cyber security maturity
and create certainty. We follow the
NIST framework and propose con-
crete measures - sorted by priority.

Employee awareness and phishing
campaigns

Your employees are still one of your
biggest security risks - especially

in their home offices. Protect your
employees against cyber threats

in general and phishing emails in
particular.

Offensive security — penetration
test

How strong is your cyber defense?
Our specialists can test this in detail
- according to a script agreed with
you.

Offensive security —

digital risk monitoring

You will learn about your company’s
footprint in the digital world and
what the cyber world knows about
you. You will be amazed.

Offensive security —

Red- and/or blue teaming

The red team represents the attack
team. The blue team is the defense
team. With these two teams, your
cyber security disposition can be
thoroughly checked and improved.

Offensive security — supply chain
security

In a connected and digital world,
your supply chain can pose a risk to
your business. You will learn about
the digital footprint of your supply
chain.

UMB all-round security - we see your IT as a whole

CISO advisory

Nowadays, security officers have to
meet very high demands. We can
support your CISO with our security
know-how. If required, we can also
assume the role of your CISO on the
basis of a mandate.

Business continuity management
Get to know your corporate risks
and learn how to assess them
correctly. Our specialists work with
concrete scenarios and take organi-
zational, regulatory, and technical
aspects into account.

Disaster recovery - emergency
manual

Every unproductive minute can cost
your company a lot of money. In or-
der not to lose time in an emergency
and to quickly return to normal
operation, a customer-specific and
resilient emergency manual is indis-
pensable. We will create the manual
together with you.

All-round security is only achieved when all components are included in your security concept. We offer a network of
specialists with our leading edge competence in the areas of consulting, cloud, digital transformation, modern work and
infrastructure. UMB has access to over 500 proven experts. This means that we master all disciplines and areas of your
IT - there will be no gateways for hackers! Our Security Advisory services are available as a single service or as an integral

part of our IT services.

Want to feel secure all
around? Contact us!

We will be happy to answer your questions on Security

Advisory and other topics.
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Contact

Markus Kaegi

Team Leader Strategic Sales
Consulting
markus.kaegi@umb.ch

+41 58 510 16 98
www.umb.ch/security



