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Network Protection & Zero Trust:
Security for Sensitive Systems.

The meaning of the term network is constantly changing. For example, a company‘s own network can
exist at a physical location with its own components and access points. However, it can just as easily be
in a private or public cloud. Whether physically on site or in the cloud, one thing is certain: Networks
change continuously and can also shift - and need very special protection.

Our Network Protection & Zero Trust division covers all cybersecurity matters relating to network components. UMB is a
360-degree service provider and offers all cybersecurity services from a single source. This enables you to benefit from
our many years of experience.

Security
Advisory
. J
( )
Identify security/IAM
Web application security
Storage and data encryption
Network Network segmentation
Protection Perimeter security
Web security
Mail security
Backup
\. J
e N
Cyber
Defense
G J

DATA SHEET 1



UMB will support you according to your needs - using a holistic approach.
Protection against cyber threats must be viewed holistically. Every company requires a different approach to providing a
solution. We can help with our Network Protection & Zero Trust Services, tailored to your needs, precisely to the point.

UMB has quick, project-specific access to over 400 of its own experts.

Our Network Protection & Zero Trust Services

Identity security & IAM

Two factor authentication, multi
factor authentication, conditional
access, identity protection and pri-
vileged access management:

We will support you in these and
many other areas of identity and
access management.

Web application security

In a digital world, availability and
security of web applications are
key. We offer services for web
application firewalls, application
reverse proxies, and application
delivery controllers (ADCs).

Your benefits

- Holistic view of your network

Storage- und data encryption

Data encryption, HD encryption,
HSM, as well as encryption as a ser-
vice are central aspects of a secure,
digital world.

Network segmentation

UMB will support you with the
segmentation of your network. This
includes zero-trust infrastructures,
micro-segmentation, or even zone
segmentation.

Perimeter security

Nowadays, it is difficult to define
the perimeter. At the same time, its
protection is crucial. Our services
include unified threat management,
firewall, proxy, and IDS/IPS.

- Single-source network and cloud protection
- Integral and modular cyber security features

Sounds interesting?

Contact us!

We will be happy to answer your questions about Net-
work Protection & Zero Trust as well as other topics. We
can support you with additional services in the areas of
security advisory and cyber defense services.
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Web security

We provide first-class web security
- with endpoint protection, cloud
proxy, CASB and SASE.

Mail security
We will make your mailbox truly
secure.

3-2-1-0 — backup as a service

The 3-2-1-0 rule of data protection
is at the core of our backup as a
service. Three copies of your data,
two different media to store the
copies, keeping one backup copy in
an off-site location to ensure zero
data gaps.

Contact

Markus Kaegi

Team Leader Strategic Sales
Consulting
markus.kaegi@umb.ch

+41 58 510 16 98
www.umb.ch/security



