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CISO as a Service: Exactly as Much 
Security Know-How as You Need.
––
Digitalization opens up many new opportunities and business possibilities for your company. At the same 
time, it creates dangers. According to a study by the FBI, 43 billion USD were extorted with ransomware 
alone over the last five years. Do you actually possess the internal know-how and resources to be pre-
pared against cyber threats? Do you meet all the compliance guidelines necessary for business? UMB‘s 
CISO as a service will bring superior security expertise to your organization and keep you safe and secure.

Our Chief Information Security Officers will provide their expertise and take on mission-critical security and compliance 
tasks. Our security angels have years of experience and will support you in designing and implementing measures to increase 
your cyber resilience and avert threats. You may choose between a temporary mandate or regular support on a part-time 
basis.

Feel completely safe with the Security Angels from UMB.

What does our service look like?
–– 
– Evaluation and remediation of your risks for improved 	
	 cyber resilience and attack response
–	Definition of required protection for security-relevant 	
	 objects so that the most important assets can be identi-	
	 fied
–	Establishing and further developing directives as well as 	
	 relevant processes and procedures for a stable organiza-	
	 tion of your information security
–	Analysis, identification, and development of measures 	

	 to meet your security requirements and protect yourself 	
	 according to the threat situation and requirements
–	Management of information channels and implemeta-	
	 tion of awareness campaigns in order to ensure the con-	
	 tinued awareness of your employees
–	Initiation and monitoring of security-related implemen-	
	 tations (incl. projects) in order to ensure that security 	
	 standards remain guaranteed



  2DATA SHEET

What are our standards for CISO as a service?
–– 
– ISO/IEC 27001:2013: Description for the establishment, 	
	 implementation, maintenance, and continuous improve-	
	 ment of an information security management system.
–	ISO/IEC 27002:2013+ Guidance for information security 	
	 measures / ISMS.
–	ISO/IEC 27701:2019: GDPR extension of the ISO/IEC 	
	 27001:2013 standard with data protection measures
–	ISO/IEC 27017:2015: security standard for cloud service 	
	 providers and users to create a more secure cloud-based 	

	 environment and reduce the risk of security issues 
–	ISO/IEC 27018:2019: code of practice focused on protec-	
	 ting personal data in the cloud
–	NIST cyber security framework: guidelines for reducing 
organizational cyber security risks
–	ICT minimum standard: for improving the ICT resilience 	
	 of the Swiss BWL.
–	GDPR, DSGVO/reDSG: General data protection regula-	
	 tion and revised data protection act.

Contact
–– 
Markus Kaegi
Team Leader Strategic 
Sales Consulting
markus.kaegi@umb.ch
+41 58 510 16 98
www.umb.ch/security

Does this sound interes-
ting? Contact us!
––
Secure an appointment with one of our Security Angels! 
We will be happy to answer your questions and submit a 
proposal according to your specific situation and require-
ments.

Your advantages
–– 

	– More time and focus for your core processes and main business
	– On-demand access to specialized knowledge and experience, on an as-you-go basis
	– No internal CISO position is required
	– You will benefit from collective intelligence thanks to our large network
	– Support tailored to your business strategy and business processes
	– With our recommended actions you will increase your cyber resilience and reduce your  exposure.

–	Conducting audits and maturity analyses in order to per-	
	 manently identify weaknesses in systems and processes
–	Responding to inquiries about data security in order to 	
	 ensure that no questions remain unanswered on the 	
	 subject of cybersecurity.

–	Auditing of suppliers and definition of agreements and 	
	 service level agreements to also ensure confidentiality 	
	 and security of information in this area
–	Regular reporting to management for a transparent 	
	 communication of security relevant parameters.


