UuMB creating time®

Assessments, Audits & ISO 27001:
How Strong is Your Cyber Defense?

Do you know the maturity level of your cyber defense? How well prepared are you for a cyberattack?
Conducting assessments and audits provides clarity and is important to improve your level of informa-
tion security and minimize your risks. After a UMB security assessment, you will know your maturity
and be able to make the right decisions.

Security assessments and audits provide clarity. They deliver information on how secure your organization is operating. In
the case of audits in accordance with 1SO 27001, 27002 and 27017, you will also gain clarity as to whether you are able to
achieve these certifications or which aspects you are still lacking. This will strengthen the trust of your internal and external
stakeholders and contribute positively to the reputation of your company.
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Our services related to security assessments, audits & 1SO 27001

Security maturity according to the
NIST cyber security framework
The easy way to get started: Crea-
te certainty and learn about your
cybersecurity maturity. We adhere
to the NIST framework and will pro-
pose concrete measures to you.

Security audit according to the ISO
27001, 27002 & 27017 standard

The goal of a security audit is to
identify and recommend potential
improvements in the ISMS. We will
help to implement these in order to
increase information security in your
organization.

Your advantages

GAP analysis regarding 1ISO 27001
certification

Our analysis and recommendations
for action will help you improve your
ISMS and increase the information
security of your organization.

Individual security audits
ICustomized security audits are spe-
cial audits tailored to the individual
needs and requirements of an orga-
nization. They include the review of
documents, processes, and systems,
based on a tailored plan.

Offensive security — penetration
test

How strong is your cyber defense?
Our specialists will check this out in
detail - according to a script which
has been coordinated with you.

System and architecture review

We will conduct a detailed analysis
and a review of systems, networks,
and applications. Architecture,
design, security concepts and
measures as well as processes and
procedures will be reviewed to iden-
tify weaknesses and improvement
potentials.

— Identification of risks and vulnerabilities: We will help identify and prioritize risks and vulnerabilities in your organiza-
tion’s cybersecurity in order to develop measures to mitigate them.

— Improving your security and cyber resilience: We will help to close security gaps and improve your security.

— Strengthening trust: Audits and assessments demonstrate an organization‘s commitment to cybersecurity and streng-
then trust with customers, partners, and stakeholders. This is especially important for companies that handle sensitive

data or operate in regulated industries.

— Compliance with laws and regulations: We will review and ensure compliance with applicable laws and regulations.

Want to feel secure all
around? Contact us!

We are happy to answer your questions regarding assess-

ments and audits — 1SO 27001
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Contact

Markus Kaegi

Senior Sales Consultant
markus.kaegi@umb.ch
+41 58 510 16 98
www.umb.ch/security

Roger Moor

Senior Business Consultant
roger.moor@umb.ch

+41 58 510 10 21
www.umb.ch/consulting



